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News Advisory 

HP Closes Security Gaps in Network Defenses 
New program provides enhanced perimeter protection to defend 
against advanced threats 

 
SAN FRANCISCO, Feb. 24, 2014 — Extending its leadership in network security, HP is 
introducing an advanced threat technology collaboration program to bolster the ability of 
network defenses and meet the challenge of a more collaborative, persistent adversary 
landscape. 
 

As the attack surface continues to evolve, organizations require a collaborative security 
strategy that defends against advanced threats like malware and botnet attacks. Simple 
detect and block tactics will no longer keep networks protected—staying ahead of 
persistent adversaries is key.  
 
Enabling integration with leading security companies to provide an advanced layer of 
protection, HP introduces the HP TippingPoint Advanced Threat application programming 
interface (API). Offered via the HP TippingPoint Security Management System (SMS), the 
HP TippingPoint Advanced Threat API provides access to HP Threat Central and advanced 
threat appliance solutions by delivering in-line blocking at wire speed with HP 
TippingPoint Next Generation Intrusion Prevention System (NGIPS) and HP TippingPoint 
Next Generation Firewall (NGFW) devices.  
 
“Protecting against today’s advanced malware and botnets requires a 24x7, 365-day effort 
by security organizations,” said Rob Greer, vice president and general manager, 
TippingPoint, Enterprise Security Products, HP. “At HP, it is our mission to help customers 
block and remediate the most advanced threats, and we are committed to developing 
dynamic security controls and collaborating with leaders in the industry to make every 
second matter when it comes to protection.”  
 
To support the API, HP has introduced the HP TippingPoint Advanced Threat API Program, 
welcoming partners to further decrease the proliferation of advanced malware within 
enterprise networks: 
 
• Blue Coat Systems will extend business assurance by integrating the advanced threat 

protection capabilities of the Blue Coat Security Analytics Platform, ThreatBLADES, and 
Malware Analysis Appliance with the HP TippingPoint devices for automated defense 
against newly discovered threats. 
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• Damballa’s Failsafe integration with HP TippingPoint gives customers the ability to 
automatically discover, validate and quarantine successful infections with certainty to 
rapidly mitigate risk.  

• Lastline Enterprise sensor detects advanced malware on the network, securely 
communicating with the HP TippingPoint SMS that a zero-day attack has been identified 
and helping to prevent advanced malware from infecting command/control systems 
and spreading across the network.   

• Trend Micro’s Deep Discovery provides indicators of compromise from malware as well 
as command and control communication with HP TippingPoint to prevent further 
attack, and reports incidents and analysis to HP ArcSight to allow deeper investigation. 

 
All HP TippingPoint appliances leverage industry-leading research from HP TippingPoint 
DVLabs and the Zero Day Initiative, ensuring that the latest security vulnerabilities are 
identified and mitigated or blocked.    
 
Availability 
The HP TippingPoint Advanced Threat API is available in Spring 2014. 
 
Additional information about these new offerings is available at HP booth No. 3401 at the 
RSA Conference 2014 taking place the week of Feb. 24 in San Francisco.  
 
Additional information about HP TippingPoint solutions is available at 
www.hp.com/go/tippingpoint, and additional information about HP Enterprise Security 
Products at www.hpenterprisesecurity.com.  
 
HP’s annual enterprise security user conference, HP Protect, takes place 
September 8-11 in Washington, D.C.  
 
About HP 
HP creates new possibilities for technology to have a meaningful impact on people, 
businesses, governments and society.  With the broadest technology portfolio spanning 
printing, personal systems, software, services and IT infrastructure, HP delivers solutions 
for customers’ most complex challenges in every region of the world.  More information 
about HP (NYSE: HPQ) is available at http://www.hp.com. 
 
This news advisory contains forward-looking statements that involve risks, uncertainties and assumptions. If 

such risks or uncertainties materialize or such assumptions prove incorrect, the results of HP and its 
consolidated subsidiaries could differ materially from those expressed or implied by such forward-looking 

statements and assumptions. All statements other than statements of historical fact are statements that could 

be deemed forward-looking statements, including but not limited to statements of the plans, strategies and 
objectives of management for future operations; any statements concerning expected development, 

performance, market share or competitive performance relating to products and services; any statements 

regarding anticipated operational and financial results; any statements of expectation or belief; and any 
statements of assumptions underlying any of the foregoing. Risks, uncertainties and assumptions include the 

need to address the many challenges facing HP’s businesses; the competitive pressures faced by HP’s 

businesses; risks associated with executing HP’s strategy and plans for future operations; the impact of 
macroeconomic and geopolitical trends and events; the need to manage third-party suppliers and the 
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distribution of HP’s products and services effectively; the protection of HP’s intellectual property assets, 

including intellectual property licensed from third parties; risks associated with HP’s international operations; the 
development and transition of new products and services and the enhancement of existing products and 

services to meet customer needs and respond to emerging technological trends; the execution and 

performance of contracts by HP and its suppliers, customers, clients and partners; the hiring and retention of 
key employees; integration and other risks associated with business combination and investment transactions; 

the execution, timing and results of restructuring plans, including estimates and assumptions related to the cost 

and the anticipated benefits of implementing those plans; the resolution of pending investigations, claims and 
disputes; and other risks that are described in HP’s Annual Report on Form 10-K for the fiscal year ended 

October 31, 2013, and that are otherwise described or updated from time to time in HP’s Securities and 

Exchange Commission reports. HP assumes no obligation and does not intend to update these forward-looking 
statements. 

 
© 2014 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change 

without notice. The only warranties for HP products and services are set forth in the express warranty 

statements accompanying such products and services. Nothing herein should be construed as constituting an 
additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein. 
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